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(b) The following are the contractor em-
ployee positions required under this contract 
and their designated risk levels: 

High Risk (HR): [Specify HR positions.] 
Moderate Risk (MR): [Specify MR posi-

tions.] 
Low Risk (LR): [Specify LR positions.] 
(c) All contractor employees must undergo 

personnel security screening if they will be 
employed for 30 days or more, in accordance 
with Departmental Directive OM:5–101, 
‘‘Contractor Employee Personnel Security 
Screenings.’’ The type of screening and the 
timing of the screening will depend upon the 
nature of the contractor position, the type of 
data to be accessed, and the type of informa-
tion technology (IT) system access required. 
Personnel security screenings will be com-
mensurate with the risk and magnitude of 
harm the individual could cause. 

(d) The contractor shall— 
(1) Ensure that all non-U.S. citizen con-

tractor employees are lawful permanent resi-
dents of the United States or have appro-
priate work authorization documents as re-
quired by the Department of Homeland Secu-
rity, Bureau of Immigration and Appeals, to 
work in the United States. 

(2) Ensure that no employees are assigned 
to high risk designated positions prior to a 
completed preliminary screening. 

(3) Submit all required personnel security 
forms to the contracting officer’s representa-
tive (COR) within 24 hours of an assignment 
to a Department contract and ensure that 
the forms are complete. 

(4) Ensure that no contractor employee is 
placed in a higher risk position than that for 
which he or she was previously approved, 
without the approval of the contracting offi-
cer or the COR, the Department personnel 
security officer, and the Department com-
puter security officer. 

(5) Ensure that all contractor employees 
occupying high-risk designated positions 
submit forms for reinvestigation every five 
years for the duration of the contract or if 
there is a break in service to a Department 
contract of 365 days or more. 

(6) Report to the COR all instances of indi-
viduals seeking to obtain unauthorized ac-
cess to any departmental IT system, or sen-
sitive but unclassified and/or Privacy Act 
protected information. 

(7) Report to the COR any information that 
raises an issue as to whether a contractor 
employee’s eligibility for continued employ-
ment or access to Department IT systems, or 
sensitive but unclassified and/or Privacy Act 
protected information, promotes the effi-
ciency of the service or violates the public 
trust. 

(8) Withdraw from consideration under the 
contract any employee receiving an unfavor-
able adjudication determination. 

(9) Officially notify each contractor em-
ployee if he or she will no longer work on a 
Department contract. 

(10) Abide by the requirements in Depart-
mental Directive OM:5–101, ‘‘Contractor Em-
ployee Personnel Security Screenings.’’ 

(e) Further information including defini-
tions of terms used in this clause and a list 
of required investigative forms for each risk 
designation are contained in Departmental 
Directive OM:5–101, ‘‘Contractor Employee 
Personnel Security Screenings’’ available at 
the Web site listed in the first paragraph of 
this clause. 

(f) Failure to comply with the contractor 
personnel security requirements may result 
in a termination of the contract for default. 

(End of clause) 

3452.239–73 Federal desktop core con-
figuration (FDCC) compatibility. 

As prescribed in 3439.703, insert the 
following clause in all solicitations and 
contracts where software will be devel-
oped, maintained, or operated on any 
system using the FDCC configuration: 

FEDERAL DESKTOP CORE CONFIGURATION 
(FDCC) COMPATIBILITY (MAR 2011) 

(a) (1) The provider of information tech-
nology shall certify applications are fully 
functional and operate correctly as intended 
on systems using the Federal desktop core 
configuration (FDCC). This includes Internet 
Explorer 7 configured to operate on Windows 
XP and Windows Vista (in Protected Mode 
on Vista). 

(2) For the Windows XP settings, see: http:// 
csrc.nist.gov/itsec/guidancelWinXP.html, and 
for the Windows Vista settings, see: http:// 
csrc.nist.gov/itsec/guidancelvista.html. 

(b) The standard installation, operation, 
maintenance, update, or patching of software 
shall not alter the configuration settings 
from the approved FDCC configuration. The 
information technology should also use the 
Windows Installer Service for installation to 
the default ‘‘program files’’ directory and 
should be able to silently install and 
uninstall. 

(c) Applications designed for normal end 
users shall run in the standard user context 
without elevated system administration 
privileges. 

(End of clause) 

3452.242–70 Litigation and claims. 

As prescribed in 3442.7001, insert the 
following clause in all solicitations and 
resultant cost-reimbursement con-
tracts: 
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LITIGATION AND CLAIMS (MAR 2011) 

(a) The contractor shall give the con-
tracting officer immediate notice in writing 
of— 

(1) Any legal action, filed against the con-
tractor arising out of the performance of this 
contract, including any proceeding before 
any administrative agency or court of law, 
and also including, but not limited to, the 
performance of any subcontract hereunder; 
and 

(2) Any claim against the contractor for 
cost that is allowable under the ‘‘allowable 
cost and payment’’ clause. 

(b) Except as otherwise directed by the 
contracting officer, the contractor shall im-
mediately furnish the contracting officer 
copies of all pertinent papers received under 
that action or claim. 

(c) If required by the contracting officer, 
the contractor shall— 

(1) Effect an assignment and subrogation 
in favor of the Government of all the con-
tractor’s rights and claims (except those 
against the Government) arising out of the 
action or claim against the contractor; and 

(2) Authorize the Government to settle or 
defend the action or claim and to represent 
the contractor in, or to take charge of, the 
action. 

(d) If the settlement or defense of an action 
or claim is undertaken by the Government, 
the contractor shall furnish all reasonable 
required assistance. However, if an action 
against the contractor is not covered by a 
policy of insurance, the contractor shall no-
tify the contracting officer and proceed with 
the defense of the action in good faith. 

(e) To the extent not in conflict with any 
applicable policy of insurance, the con-
tractor may, with the contracting officer’s 
approval, settle any such action or claim. 

(f)(1) The Government shall not be liable 
for the expense of defending any action or for 
any costs resulting from the loss thereof to 
the extent that the contractor would have 
been compensated by insurance that was re-
quired by law, regulation, contract clause, or 
other written direction of the contracting of-
ficer, but that the contractor failed to secure 
through its own fault or negligence. 

(2) In any event, unless otherwise expressly 
provided in this contract, the contractor 
shall not be reimbursed or indemnified by 
the Government for any cost or expense of li-
ability that the contractor may incur or be 
subject to by reason of any loss, injury, or 
damage, to the person or to real or personal 
property of any third parties as may arise 
from the performance of this contract. 

(End of clause) 

3452.242–71 Notice to the Government 
of delays. 

As prescribed in 3442.7002, insert the 
following clause in all solicitations and 
contracts other than purchase orders: 

NOTICE TO THE GOVERNMENT OF DELAYS 
(MAR 2011) 

The contractor shall notify the con-
tracting officer of any actual or potential 
situation, including but not limited to labor 
disputes, that delays or threatens to delay 
the timely performance of work under this 
contract. The contractor shall immediately 
give written notice thereof, including all rel-
evant information. 

(End of clause) 

3452.242–73 Accessibility of meetings, 
conferences, and seminars to per-
sons with disabilities. 

As prescribed in 3442.7101(b), insert 
the following clause in all solicitations 
and contracts: 

ACCESSIBILITY OF MEETINGS, CONFERENCES, 
AND SEMINARS TO PERSONS WITH DISABIL-
ITIES (MAR 2011) 

The contractor shall assure that any meet-
ing, conference, or seminar held pursuant to 
the contract will meet all applicable stand-
ards for accessibility to persons with disabil-
ities pursuant to section 504 of the Rehabili-
tation Act of 1973, as amended (29 U.S.C. 794) 
and any implementing regulations of the De-
partment. 

(End of clause) 

3452.243–70 Key personnel. 

As prescribed in 3443.107, insert a 
clause substantially the same as the 
following in all solicitations and re-
sultant cost-reimbursement contracts 
in which it will be essential for the 
contracting officer to be notified that a 
change of designated key personnel is 
to take place by the contractor: 

KEY PERSONNEL (MAR 2011) 

(a) The personnel designated as key per-
sonnel in this contract are considered to be 
essential to the work being performed here-
under. Prior to diverting any of the specified 
individuals to other programs, or otherwise 
substituting any other personnel for speci-
fied personnel, the contractor shall notify 
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